


E-Safety

Parent Workshoy



Topics
Worries

Talking to your child

Mobile phone usage

Family rules

Screen time
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What does your child
love doing online?

What services and
devices do they use? ‘

\Xu un u'.

S

£ YouTube

The online world can be exciting and inspiring. It has lots of opportunities to offer

young people. It is important to manage and minimise the associated risks
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. Summary of parental concerns (3-17yrs)
\\‘ \\l :‘ I// ‘/// //// ////
|
Parental concerns
,';j///,//j Sharing personal information online Exposure to inappropriate content
///////// | 65% Them giving cut personal

75% Seeing adult or sexual content
y h details to inappropriate people m
s '. 62% Companies collecting information

T7% Seeing any other type of
about what they are doing online

inappropriate content
Experiencing harm or detriment Reputational damage
70% Them being bullied online/cyberbullying

i 55%
68% Seeing content which encourages them to hurt or harm themselves

Damaging their reputation

59% The possibility of them being influenced by extreme views online erther now orin the future

51% The pressure on them to spend money online

% Parents whose child age 3-17 goes online
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; / 1in5 parents said their child told them about something they’d seen online that scared or upset them
/ Action taken (%)

Y, What would you do?

70

= would not feel confident or

o I I i comfortable to discuss?

Talked to child Advised child to Advised child to Reported to the

Set up filters or aoLglitacvite

Smivbial St SmEC WSS o YD
= All(aged 3-17) B1 54 53 32 23 19
| ] ﬂgEd 3-4 B2 25 e5 40 39 18
& Aged 5-7 B2 39 a1 27 27 17
W Aged B8-11 B1 58 56 31 29 19
Aged 12-15 £ 75 57 36 11 21
m Aged 16-17 72 48 38 27 14 25

Younger children are more likely to tell someone if they see something worrying or nasty
online:

» Two-thirds of 8-11-year-olds say that they would always tell someone (66%)

* Almost halt of 12-15s and 16- 1/s (49% and 45% respectively).




YQu d n’t need to
fbe an EXPERT be a

It's y¢ur choice — Don't let others dictate when the right

time’is to use tech.

//Stay involved — Make time to communicate, talk about

what they are doing. What do they enjoy? What makes
them laugh?

Don’t quiz them — Have regular conversations. What is
their favourite app? Wat is the best site to learn new things
from?

Join in — Watch them play a game and join in. Who are they
playing with? Do they know the other players?

‘Show me how..." — Ask their advice to help you with your
privacy settings, who you should add as a friend, are there
any risks?

Lead by example — Children lean as much from watching
as they do from being told not to do something, so model
good behaviour.

Reassure them - tell them that they won't get in trouble
and that you are always there to help.
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v +Almost all children (96%) aged 3-17 went online in 2024,
hlghllghtmg the centrality of the internet in their lives:

~ +-Younger children commonly use tablets to go online

+- Older children are more likely to use mobile phones

Proportion who go online, by age

84%
Age 3-4




. Does your child have their own mobile
phone? If so, is it a smart phone? ~

Do you have an
S age in mind when
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4 S/ you think it is
S appropriate?
/ /// //// /

Proportion who have their own mobile phone, by age
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Smart phone or ‘non’-smart/brick phone?
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.~ Smart phone Brick phone

+NO Internet access
+Social media, apps and games +Some games

+Notifications +Anytime phone calls and texts !

+Anytime connection

+Parental controls

Remember it is your
choice. Every child and
situation is unique, and
you are the best placed

to know their needs.




Family tablet or mobile phone?

+By age 11, nine in ten children own their own mobile phone,
distinct from using a family device.
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\ | /Dlg tal Family
| Agreement

;//// " Hav;e you thought about a family
/ _agreement to:

. - Clarify what is allowed... or not

. - Establish ground rules like no phones
at the table or in the bedroom at night

- Agree shared expectations to reduce
arguments and keep everyone safe
and healthy

Digital Family Agreement

DigiSafe®
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Digital Family Agreement |

/ | will:

Why?

or buying ah add-on SO she Cah Check it’s safe

Cet up privacy and safety settings on any apps and
sites T use and show them to dad, SO he doesn’t

worry

Check with mum or dad before going live and
explain what I can do to avoid any risks

NoOt post Or share any personal information, e.s.
mobile, address, to stay private and safe

mum Or dad waht to talk, as it’s respectful
Turh OFF hotifications when I'm doing

homework ahd at bed time, to
help concentrate ahd sleep

Come Off my devices ah hour
before bedtime to uhwind and

Put my phone down when we’re eating together or I

Sleep well

Signed:  Sophies uMm pad

Today’s date:

24th March

Date we will review this:

Check with mum before getting a hew app Or game

24th May

DigiSafe®

Parent/carer will: Why?

Put our devices down when you want to talk
to me/us so we can model good behaviour

Keep our mobiles away for important family
time, e'q- breakfast and dinner so we can
have quality time and talk

Trust you to manage your screen time
sensibly as we agreed, and only say something
if I/we are worried, to help you stay safe and
healthy

Ask permission before sharing any photos of
' you, to respect your privacy
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Sharentmg

74 +Sharent|ng is when parents share photos of their children
7 ~publicly online:

- identity theft
+- permanence of digital content |
- losing control of images
+- exposure to child predators

+- creates their children’s digital footprint before they are old
enough to consent to it
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. !,-ilave you set up parental CONTROLS/PRIVACY

—_—— /

/.~ /SETTINGS for ALL DEVICES and NETWORKS?

I/ /

~ + Controls have to be set up on both the broadband
connection AND each individual device

* These do not come as standard so it's worth checking

» They are important because they allow you to: -
» Block and filter upsetting or inappropriate content or a4
sites

« Plan what time and how long your child can go online
for
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~ WORRIED about their SCREENTIME??

Fy

-/ / Do you know HOW LONG YOUR CHILD SPENDS online

~/ daily?

« Children spent an average 3 hours 5 /
minutes per day accessing the internet, |
il across smartphones, tablets and /o
“I find it hard to I/
control my child's computers !
screen time” /] /
yd // //
* Four in ten (39%) parents of children 7
~ '_‘:‘ o . . 4 4
UG DR aged 3-17 report finding it hard to //:/ Y/

control their child’s screentime - S
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How does your child feel about YOUR SCREENTIME vs THEIRS?
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45% of 8-11s feel

that their parents’ |
screentime is too high /

\ /

4 N |/
35% of 8-17s feel that |/ /
their own screentime /

is too high /




Soclal Media and
Gaming




Are you FAMILIAR WITH THE APPS and GAMES your child is
on?

Top 5 apps/sites used across all categories - by age group R
a«l""‘t

« under two in ten of all 3-
WhatsApp 4- year-o Ids use
TikTok Instagram and/or
Snapchat Snapchat

| Instagram » this rises to eight in ten

among 16-1/s

« under a quarter of all 3-
4-year-olds use
WhatsApp

* this rises to over eight in
ten of all. 16-1/-year-
olds




What about WHATSAPP?

Do you know the minimum age to use
this?
What are the risks?

Unwanted contact to contact somebody on WhatsApp, all you need is their phone number, which
could expose you to unwanted messages or calls

Inappropriate messages are end-to-end encrypted which means that the content cannot be

content monitored. This means that your child could see or hear harmful or upsetting
content e.g. pornography or violence.

Location sharing live location feature means that your child could reveal their current location to
others

Cyberbullying children could be bullied, feel left out or deliberately excluded or removed from
groups

Oversharing privacy features, such as disappearing and 'view once’ messages, mlght mea

that your child feels safe to reveal private or risky information
However, there is always a risk that this could b pied and shared
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/ Step-by-step Guides

/ Click on the guides for step-by-step instructions to set controls on popular devices.

Social media

/" /Do YOU know HOW TO REPORT to apps / sites?

Internet Matters has helpful
guides for social media apps
and sites at
internetmatters.org/parental-

controls/social-media

Popular Parental control guides

o ) ©

Search our step by step guide



https://www.internetmatters.org/parental-controls/social-media/

Remember!

» /Before signing up to any app/site, check that your child meets the minimum age requirement for the
platform to understand the risks

« Remind your child to be cautious about accepting friend requests - a real friend is someone they/you
know in real life, not a ‘friend’ they met gaming or in a chat room. Encourage them to ask you for advice if
they are unsure.

 Stress the importance of not sharing personal information with online ‘friends’

» Keep passwords confidential

« Check their privacy settings, emphasising the importance of not sharing personal information with
strangers, and emphasising the confidentiality of passwords are all important steps

* You can report any content, e.g. a post, image or harmful, misleading or damaging comment

* Remember that reporting doesn't guarantee immediate removal, as platforms assess reported content
based on their respective rules and policies




https://www.qustodio.com/en/30-days-school-
special/?utm source=internal&utm medium=0SHub&u
tm campaign=ukschool-uk

Qustodio for families

Parental controls made Create your FREE account now

easy and enjoy Qustogio Protection for | device per child and
30-day ocoess to ol Fremium footwres
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Report Advice Cymraeg

Helping everyone to report harmful content online

COBANO D ®

Threats

Impersonation Bullying and Self-harm or Online Abuse Violent Content Unwanted Sexual Pornographic
Harassment Suicide Content Advances Content




- Gaming- Pegi ratings

ﬁ

]
/
YA
///
/ ‘
‘///
Vv
2,0
s s
/ . .

Z www pegLinto WWW Degi infg www pegl info

>

- A
VIOLENCE BAD LANGUAGE

DISCRIMINATION



/ \ \ \
( N \ \
\ N \ \
\\ AN \
- \ !
— N !
~ AN \ l
__\\ \ \ / |
N / .
\\\\
P
p ! [
\‘I
\ | /
‘\l ///
b <
R / /
I’I// / /

//
,/ / /



https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/

